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Pe3ynbTaTthl UCNbLITAHUNA

Ne ‘ HaseaHwe kputepus ‘ 3HaveHune Bann’
1 Mudopmaumsa o npunoxeHuun
1.1 HazBaHve npunoxenusi | Ha3BaHue KpaTko 1 NakoHW4HO, OTPaXKAET CYTb ¥ COAEPKNT
: B MarasmHe HauMeHoBaHWe cepsuca 5,5
1.2 Hassanue npunoxenun | Haseanue npeactaenaet coboli HauMeHoBaHue cepauca 55
’ Ha ycTpoucTee !
MHtOpMaTUBHOCTL M OnucaHne NPUNOXEHNA COAEPXUT NepeuncnerHune KnYeBbIX
1.3 - 3 6 45
rPaMOTHOCTL onucaHus | PYHKUMOHAMNbLHLIX BO3MOXHOCTEN, MeeTcs A0 3 oLWmnBoK ,
14 PeknamHble 3asBnenus | OTCyTCTBYIOT 55
’ B ONMUCaHWUK '
1.5 Hanuuune oT3LIBOE B OnucaHne He coaepXuT OT3bIBOB NONb30BATENEN UMK MX 55
; onucaHuu chparMeHThbl )
Bce cHUMKK aKpaHa aKkTyanbHbl, UX KONMYECTBO paBHO Mnn Gonee 4.
16 CHWUMKM 3KpaHOB Mpunoxexne pycuuuMpoBaHo, HO CHUMKKU 3KpaHa He nepeBeAeHb! 45
Ha pPYCCKUIA A3bIK
1.7 Bupeo B onucaHum HeakryanbHoe 3,0
1.8 WHdopmaTUBHOCTL OnucaHue 0BHOBNEHWUS He COAEPXUT KOHKPEeTHOW nHdopmauum 06 2
: onucaHus o6HoOBNeHU | W3MEHEHWAX UMW HOBOBBEAEHUAX 0
1.9 Cchinka Ha cauT MmeeTca g
’ paspaboTymka '
1.10 Cchbinka Ha NONUTUKY Umeetcs -
’ KOHMAEHUMaNBHOCTH !
MNonk3ogartenkckas 4,6
1.1 oLueHKa 5.1
(koHBepTUpPOBaHHaRA)
112 PerynsipHocTb MHTepean mexay AaToli TecTMpoBaHns U nocnegHum oGHoBNeHnem
) o6HoBneHMi OT 0AHOro A0 3X MecsLeB 4,5
1.13 OTBeTbl paszpabotunka | PaspaboTunku He OTBEYAKOT HA KOMMEHTapKK Nonb3osarenem 0,5
2 DYHKLUMOHANBHOCTb
CooTBeTcTBUe MoBurbHoe NpunoXeHWe COOTBETCTBYET 3asBEHHON
21 3asiBIeHHOM (pyHKUMOHaANLHOCTH 55
(PYHKLMOHANLHOCTH
Bo3sMOKHOCTH MpunoxeHue pacnpocTpaHaeTca GecnnartHo
2.2 NPUNOXEHUA NpPU 5.5
GecnnatHom !
MCNonbL30BaHUKU
CTOMMOCTL 1500-3000 py6/ron
MCNOMb30BaHUSA
2.3 : 2,0
NPoOABUHYTOM
hYHKLMOHANLHOCTH
BO3MOXHOCTH MobunbHoe npunoxeHwe TpebyeT 3aperMcTpMpoBaThCs NPy NEPBOM
24 npunoxeHus 6e3 sanycke 0,5
aBTOpM3aLMK
25 BugeT MoOGUNBHOrO UmeeTcs -
) NpUNoXeHun !
26 Moanepikka MpunoxeHne NoaaepXKUBAET TONMbKO OQHY OPUEHTALMIO 05
) opUeHTauuin 1
27 n Bann no kpumeputo 2.7 ebicmasnsiemcss Ha ocHoeaHuu 6annos no 26
’ BRANGYPEL Sama nodkpumepusam 2.7.1 — 2.7.5, pacriofnoxeHHbIX HUXe '
MmeeTcs, Bes noaaepxku uHTennekTyansHoro Beoaa. MNpunoxexHue
2.7.1 Hama u epems He Mo3BONISIET NPUCBaMBaTL 3aAa4YaM BpeMs Hauana ux BeINONHeHUs | 2 o
8bIMOHEHUS .
2.7.2 HarnomuHaHust MmeeTca ToNbKO N0 BpeMeHN 3.0
2.7.3 Lednalin OrtcyrctayeT 0,5
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2.74 | Mecmo 8binonHeHus Orcytcteyer 0,5
2.7.5 Luknuurocms WmeeTcs 5,5
2.8 n Bann no kpumepuro 2.8 ebicmasnaemcs Ha ocHoeaHuu 6annos no
¥ ROEKTL nodkpumepusim 2.8.1 — 2.8.4, pacronoxeHHbIX HUXe 2,3
MmeloTcs nanku ¢ npoekTamu
2.8.1 | Wepapxus npoekmos B 3,0
2.8.2 | fednaliH npoexma Otcytcreyet 0,5
2.8.3 | fAy6nuposanue npoekma | VImeetcs 55
0g4 | Hacmpoika enewnezo Orcyteteyet 05
suda npoekma ]
2.9 BsaumopeicTeme ¢ Gann no kpumepuro 2.9 ebicmasisgemcs Ha ocHosaHuu b6annos o
: 3agavamm nodkpumepusam 2.9.1 — 2.9.8, pacnonoxeHHbIX HUXe 3,7
2.9.1 Modckasku npu esode OtcyTersytoT 0,5
2.9.2 | [HobasneHue 3amemok Wmeetcs 55
293 MpuxpenneHue ¢alinos MmeeTcs BO3MOXHOCTL NpukpennsaTe noboi dann 55
2.9.4 Aybnuposarue 3aday Ortcyrctayet 0,5
295 Ydanenue 3aday WNmveetcs 55
296 g)nlmeua nocnedHezo Orcytersyet 0.5
elicmeus
2.9.7 Mouck 3aday MmeeTcs, bes yyYeTa perncrpa 55
lMpocmomp NmeeTca
284 8bIMNOMIHEHHbIX 3aday 59
2.10 c Gann no kpumepuro 2.10 abicmasnaemcs Ha ocHoeaHuu 6annoe rno
. ucTemaTtusaunsa sanal | nogkpumepusiv 2.10.1 — 2.10.10, pacrnionoxeHHbIX HUXe 4,6
2.10.1 | Mepapxus 3aday WmeeTcs 55
2.10.2 | MpoussonbHsiii nopadox | VImeetcs 55
2.10.3 | Copmuposka WmeeTca 55
MpunoxeHue NO3BONAET NpMCBanBaTh Terk, Ho (hunNbLTPOBaTh No
2.10.4 | KoHmekcme! u meau HEM 331240 Henb3st e ® 4 2,0
MmetoTes; 3agaum ¢ pasHbiM YPOBHEM NPUOPUTETA UMEIOT pasnuuna
2.10.5 | Mpuopumemst B OTOGpaXEHUN P yp PeR P 55
2.10.6 | Kopauna «Bxodswue» Wmeetca 55
2.10.7 | lMpocpoyeHHble MmetoTca BM3yanbHble OTNMYKMSA OTO BCEX OCTanbHbIX 3aaa4 55
2.10.8 | 3adavu Ha ce200Hs MmeeTcs, C NOACYETOM 3arpyKeHHOCTH 55
2.10.9 3adavyu Ha Hedemwo MmeeTcs, ¢ nogcyeTom 3arpy»XeHHOCTH 5'5
2.10.10 | Kanendaps 3aday Otcytersyet 0,5
2.11 WnTerpaums ¢ Gann no kpumepuro 2.11 esicmaensemes Ha ocHoeaHuu bannoe no
* cepBucamm nodkpumepusam 2.11.1— 2.11.2, pacnonoxeHHsbIx HUxXe 1.8
2111 | VMnopm u3 Opyaux Otcytcteyer 05
meHedxepos 3aday J
211.2 CUHXPOHU3aUYUSI C WmeeTcs 0AHOCTOPOHHAA CMHXPOHU3ALMA 30
T KaneHoapamu '
242 MoTtusauus v Bann no kpumepuro 2.12 sbicmasnsaemes Ha ocHogaHuu 6annos no
' CTaTUCTUKA nodkpumepusam 2.12.1 — 2.12.7, pacrnonoXeHHbLIX HUXe 13
2121 Modcyem ebinonHeHHbix | OTCYyTCTBYET 05
3aday 3a 0eHb '
2122 Modcuem ebironteHHbrx | OTCyTCTBYET 05
3aday 3a Hedesmo :
2123 | Lenunokonuuecmey OtcytcreyeTt 05
8bINonHAeMbIx 3aday ]
2124 LuHamuka ebInonHeHus Ortcytctayet 05
npoekma '
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Konuyecmeo NmeeTc
2.12.5 | HesasepweHHbIx 3aday 55
Ha UKOHKe NMpunoxeHus
2.12.6 | Beipabomka npuseivex | OTCyTCTBYET 0,5
Ipacpuveckoe Orcyrcteyer
2.12.7 | npedcmasneHue 0,5
cmamucmuku
' MmeloTes, € BO3MOXHOCTLIO NOPYYaTh 32341 KOHKPETHOMY
213 Obwue cnuckm onb30BaTeNto 55
214 PesepBsHoe OtcyTcTeyeT -
’ KONupoBaHue !
3 Yno6¢cTBO Nonb3oBaHus
[ns uameHeHns fathl BLINOHEHWSA YXKe CO3AaHHON 3agaum (Ha
MpocToTa 1 KauecTso saBTpa) TpebyeTca cosepwnTs Bonee 2 KNWUKOB, ANA AOCTYNa K
3.1 HRBMEILA pasaeny «oMoLyb» C FNaBHOro skpaHa NpunoxeHus Tpebyercs 4,9
cosepwunTe Gonee 2 kKNUKos
3.2 DemoHcTpaums crartyc- | Ctatyc-6ap AEMOHCTPUPYETCS KOPPEKTHO 55
' 6apa ycTponcTBa !
3.3 n Bann no kpumepuro 3.3 esicmasnisiemcsi Ha ocHosaHuu 6annos no
: OMOLE U MOAAEPKKA | hodkpumepusm 3.3.1 — 3.3.3, pacronoxeHHbIX HUXe 4,5
331 MpusemcmeeHHas MmeeTcs, B BUAE NPYBETCTBEHHONO 3KpaHa, KOTOPOe 3HaKOMUT
v UHCMpPYKYUs nonb3oBaTens ¢ peann3oBaHHon (YHKUMOHANBHOCTLI0 4,0
WmeeTcs, c HarnsgHoW v AOCTYNHON MHCTPYKUKWE No
332 Pa3zden «omows» MCNONb30BaHWIO OCHOBHbIX OYHKUWMI NpUnoxeHus (NpeacraBnseT 40
cobon Beb-cTpaHuLy, oTKpeIBaeMylo B Bpaysepe)

333 Moddepsxka WmeeTtca pasgen obpaTtHon cBA3n 55
e nons3oeamened ]
3.4 KavecTtBo pasgena «O OtcytctByeT nHchopmaums o6 asTopax-paspaboTymkax 45
) NPUITOXEeHUU» 2

BbiKMMKa OCHOBHbIX NONMOXKEHWA, CCROPMYNMPOBAHHBIX AOCTYMHBLIM
NonuTwka A3bIKOM, OTCYTCTBYET; NONUTHKA KOHMASHUMANBHOCTH
3.5 koHduaeHuManLHocTy | NPeAcTaenser cob0W ANUHHBIN [OKYMEHT (bonee 15 nonoxeHuit) 4,0
[13aiiH NPUAOXKEHUS U CooTBeTCTBYeT pykoBOACTBAM NnaTdgopmbl
COOTBETCTBM
3.6 s 5,5
pyKoBogcTBam 1
nnarcopmbl
37 Mcnonb3oBaHue MCI'IOI'Ib3yIOTCﬂ CTaHAapPTHbIE XeCTbl 5.5
’ CTaHAAPTHbIX XKeCcToB !
38 PeknamHble Bann no kpumepuio 3.8 ebicmasnsemca Ha ocHogaHuU 6anmoe rno
' MaTtepuansl nodkpumepusim 3.8.1 — 3.8.4, pacronoxeHHbIX HUXe 55
FopuzoHmanesHeId OtcyrcrayeTt
3.8.1 6aHHep 8 HLXKHel yacmu 55
aKpaHa
382 HamusHas peknama OtcytcTeyeTt 5.5
Bennsisaiouue OrtcyTeTayioT
3.8.3 peknamHele oKHa Ha )
gech IKpaH
3.84 OmkmoyeHue peknamst PeknamMHtie mMarepuanbl OTCYTCTBYHOT 5’5
3.9 KavecTtBO Monutuka KOHUAESHUMANEHOCTU HE Ha PYCCKOM A3bIKE 50
) pycudbmkaumm !
WcrionL3oBaHwe Mo ymonuyaHuio ucnonb3yeTca CoOOTBETCTBYOWMIA hopmaT aaT u
3.10 eAVHUL U3MepeHUs, BpEMEHN 55
’ COOTBETCTBYIOLEro !
pervoHa
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Apantauus bann no kpumepuio 3.11 esicmasnsiemes Ha ocHogaHuu 6annoa 1o
NPUNoXeHWA ansa nodkpumepusm 3.711.1 — 3.11.2, pacnonoxeHHbIX HUXe
3.1 nopen ¢ 3,0
OrpaHuYeHHbIMMK
BO3MOXHOCTAMM
3.11.1 | lonocoeoli 6800 OtcyTcrayer 0,5
Moddepxka MonHas
3.11.2 | dunamuyeckozo 5.5
wpugpma
4 Npon3BoauTEeNnLHOCTL U HAQEXHOCTh
41 3arpyxaemblit paamep | 10,1m6 —20m6 50
’ NpPUNoOXeHUN !
4.2 Pa3Mep NpUnoxeHus 20,1m6 — 40m6 45
: nocrne yctaHoOBKH '
43 Bpems 3anycka MeHee 2 cekyHg 55
’ NpUNoXeHUs :
o 3Hepronotpebnexue 61-75 MAY 45
’ NPUNoXeHUs '
YcTorMuMBOCT K Bann no kpumeputo 4.5 ebicmasnsemcsi Ha ocHogaHuu 6annoe no
4.5 BHELHWM nodkpumepusim 4.5.1 — 4.5.2, pacrionoxeHHsIX HUXe 55
npepbIBaHUAM
MpunoxeHwe sarpyXaeTcs C TOTo e MecTa, Ha KoTopom Bbina
4.5.1 BosobrosneHue pabome! | npuocranosnena ero pabota 55
rnocne npepbiéaHus '
MpunoxeHne No3BOMNSET UCMOMNb30BaTb OCHOBHYIO
Pa6oma & ogpnalik- hYHKUMOHANBLHOCTE B OhnaiH-pexxume; Npu nepexoae B oHNawH-
452 pexume PEXMM BHECEHHBIE M3MEHEHNA CUHXPOHM3MPYIOTCA (MPK HANUYMK 5,5
CUHXPOHWU3aLMK)
CtabunbHocTe paboTkl | B Npouecce TeCTUPOBaAHWUS «NafeHUA» 1 «3aBUCaHUA» MPUMNOXKEHUS
4.6 NPUNoXeHus He SGdDHKCHpOBaHbI 5'5
4.7 KoppeKkTHocTh paboTbl B npouecce TecTpoBaHna HeKOppeKkTHan paboTa NpuUNoXeHns He 55
5 NpUNoXeHus SECIJHKCHpOBaHa *
KoppekTtHOoCTb MmeeTca cTpaHuLa ¢ HanoxeHnem anemeHToB (MapameTpbl:
4.8 oTobpaxeHusn "Yyerna..." n"fonon...") 50
’ 3reMEeHTOoB g
UHTepdeiica
o BezonacHocTb
Bxoa no napono u Orcytcteyer
5.1 6MOMeTPUYECKUM 0,5
AaHHBIM
BoamoxHocTb BosMOXHOCTb yAaneHws akkayHTa U3 NPUNOXEHUN OTCYTCTBYET
5.2 yaaneHus y4eTHOM 0,5
3anucu
3anpoc TonbKo 3anpalunBaloTca ToNbKO HeOBXoAMMbIE paspeLleHns, NPUNoKeHe
5.3 Heoﬁxonumblx He pa3bACHAET Nnonb3osartento gnsa Yyero HeoﬁXO,D,HMbI 4]5
paspelweHwit 3anpalumBaemMble paspeLueHus
M1: HekoppekTHoe ncnonb3oeaHue nnatdopmel / Improper Platform
Usage (3), M2: HesawumiweHHoe xpaHeHwe aaHHbix / Insecure Data
Storage (1), M3: HezawuueHHaa cBask / Insecure Communication
5.4 Hanuuue yassumocTtein | (1), M4: HesawmweHnHas uaeHTtudhukaums / Insecure Authentication 4.1
(1), M7: Nnoxoe kauecTBo koaa / Poor Code Quality (2)
Hanuuue BpepnoHocHoe MO He oBHapyxeHo (0/57)
5.5 5,5
BpegoHocHoro Mo
5.6 Be3onacHoOCTb Bce aaHHble NpUnNoxeHWs nepeaakTcs B 3awMdpoBaHHOM BUAE 55
: nepefayv AaHHbIX !
5.7 Be3onacHOCTb O6paboTka nnatexei cooTeeTcTByeT TpebosaHuam GesonacHoCTu 55
) 06paboTku nnaTtexen !
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5.8

XpaHeHue
nepcoHanbHbIX
OaHHbIX

He Ha Tepputopun P®; paspaboTuuki yKasbiBaloT aToT hakT B
NMNONUTUKE KOHCbH,quLJ.HaJ'IbHOCTH

2,0

lNMepeHocuMocCTb

6.1

CuHxpoHu3auus
OaHHbLIX

MmeeTca

55

6.2

Hanwuuue Bepcum
NPUNOXeHusi Ans
nnaHwera

WmeeTca

55

6.3

Hanuuue Bepcuu
nNpUnoxxeHus onsa
YMHBIX 4acoB

WmeeTca

55

6.4

Hanuuue Be6-Bepcum
NpUNoXeHUs

WNmeeTca

55

6.5

Hanuuue Bepcumn
npunoxeHus ans
Windows

NmeeTcsa

55

6.6

Hanuuue sepcun
npunoxexHusa ans
macOS

NmeeTcs

5,5

6.7

Hanuuue Bepcum
npunoxeHus ans
apyron mobunsHon OC

NmeeTcsa

5,6

UrtoroBei 6ann: | 4,2

'AvanasoH BeicTaensemsix 6annos: ot 0,5 Ao 5,5 6annos, rae 0,5 — MUHUManbHLIR Bann, a 5,5 — MakcuManbHbIi

/.
OTBeTCTBEHHBLIN 3a othopMIeHUe NPOTOKONa i/ e ABpees A.M.
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