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Pe3ynbTaThbl UCnbITaHUI

Ne HaseaHue kputepws 3HaveHwe bann’
1 NHdopmauma o npunoxeHuu
HasBanue npunoxenusi | Ha3BaHue KpaTko 1 NAKOHMYHO, OTPaXKAET CYTb U COAEPXKMUT 55
141 B Mara3mHe HaumeHoBaHue cepsuca '
1.2 HasBauue npunoxenusi | HassaHue npeacraenset coboil HaumeHoBaHue cepsiuca 55
’ Ha yCcTpolcTBe :
13 WHdopMaTUBHOGTb U OnucaHue NpuUnoXeHWs COAEPXKUT NepeducneHne KnioueBbixX 4
! rPaMoOTHOCTb onucaHus | PYHKUMOHaNbHBIX BO3MOXHOCTEN, umeeTcs Ao 3 owmbok o
4 PeknamHbie sassnenuss | OTCyTCTBYIOT 55
’ B ONUCaHUKU :
15 HanwWuyue OT3LIBOB B OnucaHue He COAEPXUT OT3bIBOB NOMb3oBaTENel Nu ux 55
' onucaHum dparmeHTs! ,
Bce cHUMKM akpaHa akTyanbHbl, X KONMYecTBO paBHO unu Gonee 4.
1.6 CHUMKM 3KpaHOB I'Ipunomeuvue pycuduLMpoBaHO, HO CHUMKM 3KpaHa He NepeBeeHbl 45
Ha PYCCKWIA A3bIK
1.7 Buaeo B onucaHum HeakryansHoe 3,0
1.8 MHdopMaTUBHOCTL OnucaHue 0BHOBNEHUS HE COAEPXUT KOHKPEeTHOW uHopmauum o6 20
) onucaHus o6HOBNEeHWIA W3MEHEHWAX WNW HOBOBBEOEHWAX '
1.9 Ccbinka Ha cant Nmeetca ”
; pazpaboTtuymka '
1.10 Cchbinka Ha NONUTUKY WUmeeTca o
) KOHpMAeHUUANBLHOCTH i
Monb3oBaTenbcKas 4,6
1.1 OLeHKa 51
(koHBepTUpPOBaHHas)

112 PerynsipHocTb MHTepBan mexay AaTol TECTUPOBaHWS W nocneaHUM 0BHOBNEHMEM 45
) OBHOBMNEHMWIA OT 0fHoro Ao 3x Mecsues '
1.13 Otsetbl paspaboTumka | Paspabotunku He oTBEYalOT HAa KOMMEHTapWUW Nonb3oBaTerne 0,5

2 DYHKLMOHANBLHOCTb
CooTBeTcTBUE MoBunbHoe npunoXxeHue COOTBETCTBYET 3asBIIEHHOIA
2.1 3asnBNeHHON thyHKUMOHANBbHOCTH 55
(PYHKLMOHANLHOCTH
BO3MOXHOCTH Mpunoxenne pacnpocTtpaHseTca 6ecnnaTtHo
29 NPUNOXEHUA Npu 55
’ GecnnaTtHoOMm :
MCNONb30BaHUKU
CToumocTb 1500-3000 py6&/ron
2.3 MCNonbL30BaHUA 20
: NpPoOABUHYTOW )
chyHKLUMOHANBLHOCTH
BO3MOXHOCTH MobunksHoe npunoxeHue TpebyeT 3aperncTpMpoBaTLCA NpU NEPBOM
2.4 npunoxeHus 6e3 3anycke 0,5
aBTOpU3aLMK
2.5 BumkeT MoGUNLHOro NmeeTcs =
’ NPUNoXeHus ;
2.6 Moppepxka MpunoxeHue noaaepvWBaeT TONMbLKO 0QHY OpUEHTaLMIo 05
! OpUEeHTaLMMK '
2.7 n Bann no kpumeputo 2.7 ebicmaensemcs Ha ocHosaHuu 6annos no
: SHAMOTRE! 3201 noOkpumepusiv 2.7.1 — 2.7.5, pacriofio)eHHbIx Huxe 2,6
UmeeTca, 6e3 nogaepxku UHTENNeKTyansHoro seoaa. MNpunoxexne
271 Hama u epems He Mo3BONSeT NpUCBaNBaTh 3a4aYam BpeMs Hauyana ux BbiNornHeHns | 2 g
8bIMNoMHEeHUS :
27D HanomuHaHus MmeeTcs TonbKo no BpeMeHH 3.0
2.7.3 | Qednalin OrcytcTayet 0,5
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2.7.4 | Mecmo sbinonHeHus Orcytcteyer 0,5
2.7.5 Huknuyrnoems Nmeetca 5,5
28 n bann no kpumeputo 2.8 esicmasnsiemces Ha 0cHogaHuu 6asnioe Mo
. el nodkpumepusm 2.8.1 — 2.8.4, pacronoXeHHbIX HUXe 2,3
MmetoTecs nanku ¢ npoekTamu
2.8.1 Uepapxus npoekmos 4 3,0
2.8.2 | fednalin npoekma Orcyrcreyer 0,5
2.8.3 Ay6nuposanue npoekma | VImeetcs 55
7 OTcyTcTByeT
284 Hacmpodka sHewHez0 Y Y 0.5
guda npoekma
2.9 B3aumopeicTeme ¢ bann o kpumepuro 2.9 esicmaensemcsi Ha 0CHo8aHuU 6annoe no
. 3agavamm nodkpumepusam 2.9.1 — 2.9.8, pacrionoxeHHbIX HUXe 3,7
2.9.1 Modckasku npu esode Orcytersytor 0,5
2.9.2 | fobasneHue 3amemok Wmeetca 55
293 Mpuxpennerue ¢aiinos WmeeTcs BO3MOXHOCTL NpUKkpennsaTe niobow dain 55
2.94 | Oybnupoearue 3aday OrtcyTctayer 0,5
295 | YdaneHue 3aday Wmeetcs 5.5
Ommera nocriedHezo Orcyrcreyer
=88 delicmeusi 0.5
297 Mouck 3aday WmeeTcs, Gea ydueta peructpa 55
lpoemomp UmeeTca
s 8bIMOMHEHHbIX 3aday 5,5
Bann no kpumepuro 2.10 esicmaengemcs Ha ocHosaHuu 6annos no
2.10 Cuctematusaums 3anay | nookpumepusim 2.10.1 - 2.10.10, PAcIIONOXeHHbIX HUXe 4,6
2.10.1 | Uepapxus 3aday Nmeetcs 8.5
2.10.2 | lpou3ssonbHbiti nopsidok | Vimeetcs 55
2.10.3 | Copmupoeka Nmeetcs 5,5
lNpunoxeHne no3sonseT NpucBanBaTth Tery, HO PUNLTPOBaTL NO
2.10.4 | KoHmexkcmbi U meau HIAM 337344 HENb3st 2,0
WmetoTca; 3aaayum C© pasHbiM YPOBHEM NPUOPUTETA MMEIOT PasnMyns
2.10.5 | lMpuopumemsi B OTOGpaXEHMH 5,5
2.10.6 | Kopsuna «Bxodswue» UmeeTcs 55
2.10.7 | rpocpoyenHsie MmeloTcs BU3yanbHbIe OTNMYKMA OTO BCEX OCTanbHLIX 3aaay 55
210.8 3adavyu Ha ce2o00HA MMeeTCﬂ, C Nogc4yeToM 3arpyeHHoCTun 5‘5
2.10.9 | 3adayu Ha Hedeno MmeeTcs, ¢ nogcY4eToM 3arpy)KeHHOCTU 5,5
2.10.10 | Kanerdapb 3aday OtcyrcTayer 0,5
WMHTerpauus c Bann no kpumeputo 2.11 esicmasnsiemes Ha ocHogaHuu 6annoe o 18
211 cepBUcamMu nodkpumepusm 2.11.1 — 2.11.2, pacronoxeHHbIX HUxe J
Umropm uz dpyaux OtcyrcTeyeT
2494 0,5
MeHedxepos 3aday
5.44.5 CUHXPOHU3aUUS C NmeeTcs 0gHOCTOPOHHSAS CUHXPOHM3ALNS 30
. KaneH@apsamu '
MoTtuBaums u Bann no kpumeputo 2.12 ebicmaensiemcsi Ha 0cHogaHuu 6annoe no 1
212 cTaTUCTUKA nodkpumepusm 2.12.1 — 2.12.7, pacronoxeHHbIX HUXe 3
OtcytcTByeT
2121 lModcyem ebinonHeHHsIX yTCTBY 0.5
3aday 3a 0eHb )
OtcyrctByeT
2122 lModcyem @bIMONMHEHHbLIX Y Yy 0,5
3aday 3a Hedeno
OrtcytetByeT
2123 Llenu o konudecmesy Yy y 0,5

8bIMNOSIHSAeMbIX 3a0ay




Konuyecmeo Nmeetcs
2.12.5 | HezasepuwleHHbIx 3aday 55
Ha UKOHKe MpunoxeHus
2.12.6 | Beipabomka npuesiyek OtcyTcTeyet 0,5
pagpuyeckoe Orcytcteyet
2.12.7 | npedcmaeneHue 0,5
cmamucmuku
MmeloTcs, C BOSMOXHOCTLIO NOpYYaTh 384a4M KOHKPETHOMY
2.13 O6wue cnuckm S e Bty 55
214 PesepBHoe OtcytcTeyer 05
’ KONMMpoBaHue '
3 Yno6¢cTBO Nonb3oBaHust
[ns uameHeHus AaThbl BLINOMHEHWS Y)XXe CO3AaHHON 3a4aun (Ha
MpocToTa U KauecTso saBTpa) TpebyeTca coBepwnTs Gonee 2 KNWUKOB, ANA A0CTyna K
3.1 HaBMTALN pasgeny «[oMOLLBY C FMABHOrO 3kpaHa NpUNoxeHus TpebyeTcs 4,9
coBepLwunTs Bonee 2 KNUKoB
39 OemoHceTpauus cratyc- | CTatyc-6ap AeMoHCTpUpYeTcs KOPPeKTHO 55
) 6apa ycTponcTBa J
3.3 n Bann o kpumeputo 3.3 esicmasnsemesi Ha ocHogaHuu bannoe no
: OMOLL U NOAREPXKKA | nogpumepusim 3.3.1 — 3.3.3, pacronoxeHHbIX HUXe 4,5
3.3.1 MpusemcmeeHHas MmeeTcs, B BUAE NPUBETCTBEHHONO 3KpaHa, KOTOPOe 3HAKOMUT
-~ UHCMPYKUUST nonb3oBaTtens ¢ peanvM3ocBaHHOW YHKLUMOHANBEHOCTBLIO 4,0
WMmeeTcs, ¢ HAarnAgHOM U AOCTYNHOW MHCTRPYKUMER no
3.3.2 Pazden «Momouws» UCMONb30BaHWI0 OCHOBHbIX (DYHKUWUIA NpunoXeHus (npeacTaenseT 4.0
cobow Beb-cTpaHunuy, oTkpbiBaemyto B Bpayaepe)

33.3 Moddepsxxa WNmeeTcs pasgen obpaTHoi CBA3M 55
e nons3osamernel :
34 KauecTso pazgena «O OrtcyTctyeT nHthopmaums o6 asTopax-paspaboTymkax 45
’ NPUNOXeHUU» !

BbKUMKa OCHOBHBIX NONOXEHWIA, CHOPMYNMPOBAHHBIX AOCTYMHBIM
Monutuka AI3bIKOM, OTCYTCTBYET; NONUTHKA KOH(hMAEHUWANbHOCTH
3.5 KoHMAEHUManbHocTy | PEACTABNSET COBOM ANMHHBIA AOKYMEHT (Gonee 15 nonoxeHu) 4,0
[u3aitH npunoxenns u | COOTBETCTBYET PyKOBOACTBAM NNATOPMbI
COOTBETCTBM
3.6 b 5,5
pyKoBoAcTBaM ?
nnaTtopMbl
3.7 Ncnone3oBaHue MCI‘IOJ‘[bSYl’OTCH CTaHOapTHbIE KEeCTbI 55
’ CTaHAAPTHbIX XKeCcToB '
38 PeknamHble bann no kpumepuio 3.8 esicmasnaemcs Ha OcHogaHuuU bannos no
E maTtepuansi nodkpumepusm 3.8.1 — 3.8.4, pacnonoxeHHbIX HUXE 5,5
lopusoHmanesHeili OtcyTterayer
3.8.1 b6aHHep e HUXHel Yacmu 55
aKpaHa
3.8.2 HamueHas peknama Otcyrcrayert 55
Benneisarowue OtcyteTayOT
3.8.3 peknamHbie OkHa Ha 55
8ech 3KpaH
384 OmknoyeHue peknamai PeknamHeie maTtepuanbsl OTCYTCTBYHOT 5‘5
39 KavectBO Monutuka KOHUAEHUMANBHOCTA HE HA PYCCKOM S3bIKe 50
) pycudmkaumm ;
Wcnonk3oBaHue Mo ymonyaHuio UCnonb3yeTcs COOTBETCTBYLWMA hopmaT aat 1
3.10 eAVHUL U3MEpEeHUS, BpeMeHu 55
: COOTBETCTBYIOLLEro !
pervoHa
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Apantauus bann no kpumepuio 3.11 esicmaensemcst Ha ocHogaHuu 6anoe no
NpPUNoXeHus ans nodkpumepusm 3.11.1 — 3.11.2, pacronoxeHHbIX Huxe
3.1 nonen ¢ 3,0
OrpaHu4eHHbLIMU
BO3MOXHOCTAMM
3.11.1 | ronocoeoii eeod Orcytcreyer 0,5
Moddepxka MonHas
3.11.2 | dunamuyeckozo 5,6
wpughma
4 [MpousBoANTENBHOCTL U HAAEXHOCTb
41 3arpyxaemblit pasmep | 10,1m6 — 20m6 50
i NPUNOXeHUs '
42 Pa3mep npunoxeHus 20,1m6 — 40m6 45
) nocne yctaHoOBKWU :
4.3 Bpems 3anycka MeHee 2 cekyHa =i
’ NpPUNoXeHus '
61-75 MAY
4.4 SHepronoTpebnenue 45
NPUNOXeHUA
YeTronumBoCTb K Bann no kpumeputo 4.5 ebicmasnsemcsi Ha ocHogaHuu 6annoe no
4.5 BHELHUM nodkpumepusam 4.5.1 — 4.5.2, pacrionoxeHHbIX HUXe 5,5
npepbIBaHUAM
MpunoxeHune sarpyxaeTcs ¢ TOro xe MecTa, Ha koTopom Geina
451 | Bosobroenenue pabomel | npuocranosnena ero pabota 55
nocne npepsigaHus !
MpunoxeHue No3BONAET UCNONL3OBATL OCHOBHYIO
Pa6oma & ocpralin- hyHKUMOHANBHOCTL B O(hNaiH-pexume; Npu Nepexoae B OHNaiH-
4.5.2 pexume PEXUM BHECEHHbIE U3MEHEHWA CUHXPOHU3MPYIOTCS (MPX HaNMYUK 5,5
CUHXPOHU3aLMK)
CtabunkHocTk paboTkl | B Npouecce TeCTUPOBaHUS «NAfEHUS» U «3aBUCAHWA» NPUIOKEHNS
4.6 NPUNOXeHUs He 3adMKCUPOBaHbI 5,5
4.7 KoppekTHoCTh pa6oTbl B npouecce TectupoBaHus HeKoppekTHas paboTa NpunoXeHus He 55
' NPUNOXeHUs 3admKkcupoBaHa ;
KoppeKkTHoCThL WUmeeTca cTpanuua ¢ HanoxeHuem snemeHToe (MapameTps!;
4.8 oTobpaxeHus "YyetHa..." n "donon...") 50
. 3MeMeHTOoB !
WHTepdeica
5 Be3onacHocTb
Bxopa 1o naposnio 1 Orcyrcreyer
5.1 GUoOMeTPUYECKUM 0,5
OaHHbLIM
BoamoxHoCcTb BoamoxHOCTb yaaneHus akkayHTa U3 NpUnoXeHWs OTCyTCTBYET
5.2 yAaneHusa yyeTHowm 0,5
3anucu
3anpoc Tonbko 3anpalunBaoTcs ToNbKo HEOBXOAMUMbIE paspeLleHs, NPUNoXeHue
5.3 Heo6XoaUMbIX He pasbACHAET NONb30BaTENo ANA Yero Heobxoaumel 45
paspelueHwit 3anpalueaemble paspelleHns
M1: HekoppekTHoe ucnonb3oeaHue nnatdgopmsl / Improper Platform
Usage (3), M2: HesawuuieHHoe xpaHeHne aaHHelx / Insecure Data
Storage (1), M3: HesawumweHHas cBa3b / Insecure Communication
54 Hanuuue yassumocTeit | (1), M4: HesawuwerHas uaeHtudmkaums / Insecure Authentication 41
(1), M7: Mnoxoe kavectso koaa / Poor Code Quality (2)
Hanuune BpenoHocHoe 10 He oBHapy:xkeHo (0/57)
5.5 5,5
BpeaoHocHoro MO
5.6 Be3onacHocTb Bce aaHHble NnpunoxeHus nepegalotcs B 3awmndpoBaHHOM Buae 55
! nepegadv gaHHbIX ’
5.7 BezonacHocThL O6pabotka nnatexel cooTBeTCcTBYET TpebosaHuamM 6e3onacHoCTy 55
’ o6paboTku nnaTexen .
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XpaHeHue He Ha Tepputopun P®; pazpaboTunku ykasbiBaloT 3TOT akT B

5.8 nepcoHanbHbIX MONUTUKE KOH(UOEHUMANBHOCTU 2,0
AaHHbIX

6 MepeHocumocTb

6.1 CuHXpoHUu3auus WmeeTtca 55
AaHHbIX
Hanuuue Bepcum Wmeetca

6.2 NPUNoXeHUs ans 5,5
nnaHweTa
Hanunuue Bepcumn Nmeetca

6.3 NpUNoXeHUs Ons 55

YMHBIX YacoBe

Hanuuue Be6-sepcum NmeeTcs
NPUNOXEHUA

6.4 55

Hanuune Bepcum Wmeetcs
6.5 NPUNOXeHUs Ans 55
Windows

Hanuuue Bepcumn WmeeTcs
6.6 NpUNoXeHus gnsa 55
macOS

Hanuuue Bepcuu NmeeTcs
6.7 npunoxeHus ansa 55
apyrou mobunsHon OC

WroroBei Gann: | 4,2

'nnanasoH eeicTaBnsiemsix 6annoe: ot 0,5 no 5,5 6annos, rae 0,5 — MUHUManbHLINA 6ann, a 5,5 — MakcUManbHbIA

OTBeTCTBEHHbIW 3a 0thopMIeHMe NPoOToKoNa /; %//' ABpees A.M.
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