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UCMbITATENLHAS NTABOPATOPUA UHOOPMALIMOHHBIX MPOAYKTOB ABTOHOMHOM
HEKOMMEPYECKOW OPIrAHU3ALIMN «POCCUNCKAA CUCTEMA KAYECTBA»
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YTBEPXOAIO

PykosoauTtens McnbitatensHoit nabopatopmm
nHdopMaumoHHbIx npoayktoB AHO «Poccuiickas
cucTema KadecTea»

W.E. NNoesckun

e

NMPOTOKON UCNbITAHUN
Ne P-A-004 ot 29.06.2018 r.

HaumeHoBaHue n agpec nabopartopun: «McnbitatenbHan nabopaTopra MHOPMaUUOHHbIX NPOAYKTOB»,
r. Mockea, yn. OpaxoHuknase, 4.12

MecTo npoBefieHUs ucneiTadua: r. Mockea, yn. OpmpxkoHukuase, 4.12

HaumeHoBaHue u agpec 3akasuuka: AHO «Poccuiickas cuctema kadectsa» (Pockavecteo), r. Mockea,
CpeaHun OBYMHHMKOBCKWUIA Nepeynok, 4. 12

HaseaHue MOGUNLHOro NpunoXxeHus: AHgekc. Paborta

Bepcus mobunbHoro npunoxenus: 1.11

OnepauunoHHan cuctema: Android

Pa3paboTumk npunoxeHus: SHaekc

Anpec UCTOYHMKA MOBUMBHOrO NPUNOXEHUA B UHTEpHeTe:
https://play.google.com/store/apps/details?id=com.yandex.mobile.job

YcTponcTBa TeCTUPOBAHMA:

1. Samsung Galaxy A3 2017 (OC: Android 7.0)
2. Sony Xperia Z5 Compact (OC: Android 6.0.1)
3. Sony Xperia Z3 (OC: Android 6.0.1)

4. Xiaomi Redmi Note 3 Pro (OC: Android 5.1.1)

TexHW4Yeckne pernameHTbl, HOpPMaTWBHblE [OKYMEHTbl, yCTaHaBnuBawwue TpeGoBaHUA K
npoaykuumn: CTO 46429990-065-2017 «MoGunbHble npunoxeHuss Ans cmaptdoHos. CneunanbHble
TpeboBanus Kk kadectey», MW UNUM-MMC-01 «MobunbHble NPUNOXKEHUA ONA CMapTgOHOB KaTeropum
«PaboTta»

[ata ckauMBaHMA MoBGunbHoOro npunoxexua: 29.06.2018

[ata npoBegeHua ncnbitanmin: 29.06.2018

MpoTokon Ne P-A-004.
McenbitatensHas nabopatopus MHOPMaLUMOHHBIX NPOAYKTOB
AHO «Poccwuiickasa cuctema kadectea» cTp. 1m3d



PesynbTatbl UCNbITaHUA

No | HaagaHue kputepus 3HaueHue Bann'
1. MHdopmaymsa o npunoxeHumn 4,2
HazeaHue npunoxeHus HasBaHue ABNSETCA YHUKANbHbIM, OTpaxaeT CyTb
11 B MarazuHe NpeaoCcTaBnNsEMOro cepemuca 5,0
- — HaseaHue He ABNAETCH yHUKaNbHBIM U HE NpeacTaBnaeT cobon
1.2 Segs oﬁcfm HanMEHOBaHWe CepBMCa, HO COOTBETCTBYET peanu3oBaHHoOM 3.5
il YHKLUMOHEMNEHOCTM
HH*OPMET“BHOCTb Onuecanue APUNOXKEHUA COOEPKUT NepeYnucneHme Kno4vesbx
1.3 onucaHusa hYHKLMOHAMNBHBLIX BO3MOXHOCTEN (6e3 NnpumMepoe Ucnons3oBaHWA) 4.5
14 Hanuuue oT3bIBOB B OnucaHue He coAepXMUT OT3bIBOB NOMNb30BATENEN UMK UX 50
’ onucaHum thparmeHTbl ;
Bce cHiMKK aKpaHa akTyanbHbl, MX KONWYEeCTBO paBHO unn Bonee 4
1.5 CHMMKM 3KpaHoB g i : 50
1.6 Bugeo B onucaHum OtcytcTayet 0,0
UHcbopmaTuBHOCTL OnucaHwe 06HOBNEHWA COAEPXKUT MHCDOPMALIWIO 06 OCHOBHbIX
1.7 onucaHusa obHoBNEeHWA W3MEHEHWAX W HOBOBBEOEHWMAX 5'0
18 CcbinkKa Ha canT UmeeTcs 50
- paszpaboTumka ’
1.9 CcbifKa Ha MONUTUKY WmeeTtcs 50
: KOH(puaeHUMaANLHOCTH '
Monb3oBatenbckas 4,4
1.10 oueHKa 4.4
(koHBepTUpPOBaHHasn)
1.1 PerynapHocTb WHTepsan mexay AaToi TECTMPOBaHUA M NOCNeaHUM 0GHOBMNEHWEM
-1 0B6HOBNEHUI OT O[IHOTO A0 3X MecsLeB 4,0
112 OTBeThI paspasoﬂuxa PaspaboTtunku oTBEYAKOT Ha KOMMEHTapuu nonk3oBaTtenen 5‘0
CooTBeTcTBME MoBunbHoe NpunoXeHue COOTBETCTBYET 3aABNEHHON
1.13 3asiIBNeHHOW (DYHKLMOHAMBHOCTH 5,0
(PpYHKLMOHANLHOCTU
2. ®YHKLMOHANBHOCTb 1,9
BO3MOXHOCTH Mo6unbHoe npunoxexne NO3BONAET UCNOMNL30BATh OCHOBHYIO
2_1 NPUNOXeHUs 633 CbYHKuHOHaanOCTb 663 aBTOp"3aLlHH 5’0
aBTOpU3aLMKn
22 BupxeT Mo6unbHOro OrcytcTayet 0.0
; NPUNoXeHUA 1
2.3 MNopnepxka MpunoxeHwe NnoanepXMBaeT TONbKO OAHY OPUEHTALUI0 0.0
: OpUeHTauun ’
24 P bann no kpumepuro 2.4 8bicmaensemcs Ha ocHogaHuu 6annoe o
- a3MelueHue peslome | nooupumepusim 2.4.1 — 2.4.10, PACIONOKEHHBIX HUXE 0,0
2.41 | JomxHocTb Ortcyretayer 0,0
YXenaemasn sapabotHas | OTcyTcTByet
242 nnata 0.0
2.4.3 OnbIT paBoTh Ortcytctayer 0,0
OtcyTcTByeT
244 O6pasoBaHue YISIRY 0,0
24.5 Boapact Orcytctayer 0,0
OtcytcTeyeT
246 lopogn ey 0,0
2.4.7 | 3awsTocTs OtcytcTeyet 0,0
OtcyTcTtBYET
248 MpodeccuoHanbHeie yTCTBY:! 0.0
HaBbIKW W Ka4YecTBea !
249 | oo OrcyTcTayer 0.0
v OrtcyTtcTeyeT
2.4.10 Hobaenexuve daitna YTCTBY 0.0
pestome J
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Bann no kpumepuio 2.5 enicmasnsemcs Ha ocHogaHuu 6annos rno
2.5 Ynpaenenue pesiome nodkpumepusm 2.5.1 — 2.5.2, pacronoXeHHsIX HUXe 0,0
2.5.1 HacTpoitku npusatHocTn | PyHKUMA OTCyTCTBYET 00
Tt pestome ’
2.5.2 YaaneHuve pesiome ®yHKUMA OTCYTCTBYET 0,0
. Bann no kpumepuio 2.6 ebicmaensemcs Ha ocHogaHuu 6annos no
2.6 Mouck sakaHcui nodkpumepusim 2.6.1 — 2.6.11, pacrionoXeHHbIX HUXe 2,7
WmeeTca unbTpauma Kak no 4OMKHOCTH, Tak U BbiBpaHHoW 13
2.6.1 | flonxHocTb cnucka npodeccnoHanbHoi obnactu 5.0
WmeeTcs cunbTpaumus kak no Ha3BaHWIo KOMNaHUKU, Tak U nNo
26.2 Komnarns OTPACNU KOMNAHUI 5.0
MmeeTcs hunbTpaums kak no ropoay, Tak U no CTaHumam unm
2.6.3 MecTo pa6oTsl K. it 50
WmeeTca punsTpauma no sapnnate, pUNLTP «TONBKO C YKa3aHHOM
2.6.4 3apabotHas nnarta 3M» otcyTcTayeT 3,0
2.6.5 OnebIT PyHKUMA NMEETCH 5,0
2.6.6 3aHaTOCTb MmeeTca hunsTpauma Tonsko no rpacuky paboTbl 25
2.6.7 Bpems nyGnuvkauuu PyHKUMA OTCYTCTBYET 0,0
2.6.8 BakaHcun ansa niogein ¢ | PyHKuusA oTcyTcTByeT 00
e WHBaNUOHOCTLH i
26.9 BakaHcuu ans DyHKUMSA OTCYTCTBYET 0.0
- couckaTtenein ot 14 net !
PyHKUMA OTCYTCTBYET
2.6.10 CoxpaHeHue HacTpoek YHKU| yTCTBY 0.0
noucka
2.6.11 | Uctopua noucka ®yHKUUS OTCYTCTBYET 0,0
2.7 COPTHPOBKa BaKaHCWUM MmeeTcs copTupoBKa no aarte u 3apnnarte 5!0
BiaumogeincTeme ¢ Gann no kpumepuio 2.8 ebicmasnsemces Ha ocHosaHuu 6arnnos o
2.8 BaKaHCUSMM nodkpumepusim 2.8.1 — 2.8.5, pacnonoxeHHbIX HUXe 2,2
[o6aeneHue BakaHcuit 8 | PyHKUMA uMeeTca
2.8.1 5,0
n3bpaHHoe
DYHKUMA OTCYTCTBYET
282 Mokas MOXOXUX YHKL, YTCTBY 0.0
BaKaHCUI
BoamoxHOCTb DyHKuUMA OTCYTCTBYET
2.8.3 OTKIMUKHYTLCA Ha 0,0
BaKaHCUIO
28.4 BO3MOXHOCTb N03BOHMTL | PYHKUMA MeeTca 50
et W3 NPUNOMEHUA 4
BoamMoxHOCTb ckpbiBaTh DYHKUMA OTCYTCTBYET
283 BakaHCUK 0,0
3. Yao6¢cTBO NonbL3oBaHusA 3,8
3.4 MpocToTa 1 KayecTeo [Ansa poctyna k BbIGOPY NapamMeTpPOB COPTUPOBKM CO CTPaHMLbI 45
. HaBMraumm novcka TpebyeTca coBepwnTs 2 1 Gonee kKNMKoB :
HDemoHcTpauums Craryc-6ap neMOHCTpUpYyeTCa KOPPEKTHO
3.2 cratycbapa 5,0
YCTPOWUCTBA
33 MpuBeTcTBEHHas OrtcytcTeyeT 00
) MHCTPYKUUA )
3.4 Pazgen «Momowb» Pasnen otcyrcteyer 0,0
YaT oTcyTCTBYeT, HO MMeeTca o6paTHas CeA3b, peanu3oBaHHasn
35 Mopaepxkka NOCPeACTBOM OTKPLITUS MOYTOBOTO NMPUNOXEHMUS C YKa3aHHbIM 20
NOALIORATEION afipecom nonyyarens :
MpunoxeHue coaepxuT pasgen «O NPUNOXKEHNU» 33 UCKIIOYEHUEM
36 KauectBo paspena «O | gog.caiita 35
NPUNOXeHUU» ’
WmeeTca nonHas Bepcust NOMUTUKK KOHMUAEHLMANBHOCTU U
3.7 Monumuka BbDKMMKa €€ OCHOBHbIX NONOXEHWNA, CHOPMYNMPOBaHHAS 50
KOH(UAGHUNANBHOCTU | 1oCTyMHBIM A3bIKOM '
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CooTBeTcTBME An3aiiHa | COOTBETCTBYET PYKOBOACTBAM NNaTOpPMbI
3.8 pykoBoacTBam 5,0
nnargopmbl
39 WUcnonb3oBaHue MCI"IOJ"IbSyIOTCﬂ CTaHOapTHbIe XecCTbl 50
g CTaHOapPTHbLIX XXeCTOB !
PeknamHbie Peknama oTcyTcTByeT
3.10 MaTepuvansi 5,0
KauvecTtBO Bricokoe
.11 pycudmkaumn 5.0
3.12 WrHdopmaumroHHas PeaynbTaThl novcka COOTBETCTBYIOT 3aAaHHbIM NapameTpam nowcka 5.0
: 3KONMOTMYHOCTB 1 COPTHMPOBKK !
3.13 YBenomneHus Mo6unsHoe npunoxeHne He NPUCLINAET YBEAOMNEHMIA 0.0
) NPUNoXeHna ’
Apanrauus ans niopen | banano kpumepuwo 3.14 esicmaensiemes Ha 0cHosaHuU 6annoe no
3.14 C OrpaHUuYeHHLIMM noékpumepusm 3.14.1 — 3.14.2, pacrnonoXeHHbIX Huxe 2,5
BO3MOXHOCTAMMU
3.14.1 | lonocoroit BROA Orcytctayer 0,0
Moppepxka MonHasn
3142 AWHamMKu4eckoro wpudTta 5.0
4, NMpousBoaUTENbLHOCTL U HAAEXHOCThL 4,5
4.1 3arpyxaemsiii pazmep MeHee unn paseH 10m6 50
) npunoxeHus i
42 Pa3Mmep NpunoxeHus 10,1m6 — 20m6 45
: nocne yctaHoBKW !
2-5 cekyH
43 Bpems 3anycka KyHA 3.5
NpUNoXeHUs
4.4 OHepronoTtpe6nexue 75-89 MAY e
’ NPUNoXeHun ,
YcTonuMBOCTL K MpunoxeHue 3arpyxaeTcs ¢ TOro e MecTa, Ha KOTopom Gbina
4.5 BHELHUM npuocTaHoenexa ero paboTa 5,0
npepbIBaHUAM
CrabuneHocTs paboTtel | B Mpouecce TeCTUPOBaHUA «NafeHUs» U «3aBMCaHUS» NPUMNOXKEHNS
4.6 npUnoxeHus He 3aUKCUPOBaHLI 5,0
4.7 KoppekTHOCTBE paboTbi B npouecce TECTMPOBaHWUA HEKOppeKTHas paboTa NPUNOXKEHWA He 5.0
: NPUNOXeHUs 3adukcuposaHa ’
KoppekTHOCTL PacnonoxeHue aneMeHTOB NoNnb30BaTeNLCKOro MHTepdeica
48 oTobpaxeHun KOppekTHO (B 0Benx opueHTauusx) 50
' 3NeMeHTOB !
UHTepdelca
5. besonacHocTb 4,1
BoamoxHocTb BoamoxHocTb yoaneHusa akkayHTa u3 NPUNOXEeHUA OTCYTCTBYET
5.1 yOoaneHusa y4yeTHOM 0,0
3anvcu
3anpoc Tonkko 3anpalumBarTca ToNbKo Heo6XxoaAuMbIe pa3pelleHus, NPUNoXKeHue
52 Heo6XoAUMbIX PasbACHAET NONb3oBaTENO ANS Yero Heo6xoAuMo Kaxaoe 5.0
paspemeﬂuﬁ 3anpaluneaemMoe paspelieHue
M1: HekoppekTHoe ucnons3osaHue nnatopmsl / Improper Platform
Usage (4), M2: HesawuweHHoe xpaseHue nanHbix / Insecure Data
Storage (2), M3: HesawmwenHasn ceaab / Insecure Communication
5.3 Hanuuune yassumocten | (2), M4: Hesawmwernas naentudmkaums / Insecure Authentication 3,0
(1), M5: HegocTtaTouHo HagexHoe widposanue / Insufficient
Cryptography (1), M7: Mnoxoe ka4ecteo koga / Poor Code Quality
(2)
5.4 Hanuyue BpepnoHocHoe MO He o6Hapy»xeHo 50
: BpegoHocHoro MO !
Be3zonacHoCTL Bce AaHHblE NpUNOXEHWA NepenakTCca B saLLJHCDDOBaHHOM Buoe
5.5 nepenayu AaHHbIX 5,0
NPUNOXeHUA
Mpotokon Ne P-A-004.

WcneiTatensHasn nabopaTtopus MHOPMALMOHHBIX NPOAYKTOB

AHO «Poccuiickaa cuctema kadecTea»

ctp.4m35




Ee30ﬂaCHOCTb Bce nepCOHaJ'Ibele OaHHbIe nepe,qaroTcﬁ B SaLUIﬁq')pOBaH HOM BuOe
nepenaiuv

56 PR 5,0
nepcoHanbHbIX

AaHHbLIX

CeegeHus o CeeneHus obwenoctynHbl, M xpaHatcs Ha Tepputopun PO

5.7 cobnogeHnn 3aKoHOB 50
PO

6. MNepeHOCUMOCTL 5,0

CuHXpoHM3aums Nwmeetca
e OaHHbIX 5,0

Hanuuue sepcun WmeeTcs
6.2 NpUNOXeHus ans 50
nnadweTra

Hanuuue sepcun Nmeetca
6.3 npunoxeHusa ansa 5.0
Apyro# mo6unsHon OC

WroroBwiit 6ann: | 3,3

1anana3soH BbictTaBnaemMblx 6annos: ot 0 go 5 6annos, roe 0 — MMHUManNbHbIA 6ann, a 5 — MakcuManbHbIA

=

OTBeTCTBEHHLIN 32 OhopMreHue npoTokona = é;/ : / Boapos C.A.
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