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Pe3ynbTaTthl ucnbiTaHuin

Ne { HasBaHwe Kputepus [ 3HaveHue Bann'
1 NHdopmaums o npunoxeHnu
HazsaHue NPUNOXeHNUA HaasaHue aenaeTes YHUKanbHbLIM, oTpaxaer cyTb
1 B MarasuHe NpeaocTaBnsemMoro cepeuca 9,5
1.2 HazeaHue npunoxenus | HaseaHue npenctasnseTt coboil HAUMEHOBaHWE CepBUCa 55
’ Ha YyCTpOUCTBe ’
Onucanne NpUNoXeHna COAEPHMT Pa3BepHYTYH MHAOPMaLMIO O
13 UHpopmaTusHOCTE KNKo4eBbIX OYHKLUMAX (Nepedmcnermre dyHKUMIA ¢ puMepami ux 55
onucaHus UCNONb30BaHMs) :
14 Hanu4ve oT3bIBOB B OnucaHune He COQePIKUT OT3LIBOB NONb3oBaTENEN MK KX 55
’ onucaHuu parMeHTb J
Bce CHUMKM 3KpaHa akTyankHbl, X KONMUYECTBO paBHO unu Gonee 4
15 CHUMKM 3KpaHOoR 4 gt P 5,5
1.6 Buaeo B onucaHum Buaeo He packpbiBaeT yHKUMOHANLHOCTD MPUNOKEHUS 1,5
1 WUHdopmaTUBHOCTL OnucaHne 0BHOBNEHUS COAEPKUT MHEPOPMAaLMIO 06 OCHOBHbIX
o ONUCaHNA OBHOBREHNI | U3MEHEHUSIX U HOBOBBEAEHUAX 5,5
1.8 Cchbinka Ha cant MmeeTcs o8
i paspaboTymka ,
1.9 Cchbinka Ha NonUTUKY Ortcyrcteyet 05
: KOHUAEHUMANLHOCTH '
Monb3oBaTtensckas 4,1
1.10 oLeHKa 4.6
(koHBepTUpOBaHHasn)
PerynapHocTb MHTepBan mexay 0aToi TeCTUPOBaHWs M nocneaHuM oBHOBNEHUEM
1.1 obHoBNeHUiA (Ha ot 3x go 6 mecsAues 3,0
04.04.18)
112 OTBeTh! paspaboTumka | PaspaboTyuku oTBEYalOT Ha KOMMEHTapWK NoMnb3oBaTenei 5,5
CooTBeTcTBUE Mo6unbHoe NpUnoXeHne COOTBETCTBYET 3aABNEHHOM
1.13 3aABNeHHON (yHKUMOHANBHOCTH 55
hYHKUMOHANBHOCTH
2 DYHKLMOHANLHOCTb
BoamMmoxHoOCTH MobunsHoe npunoxeHWe NoO3BoONAET UCNONbL30BATL OCHOBHYHO
21 npunoxenus 6es DYHKUMOHANLHOCTL Ges aBTopuaalmm 55
aBTOpU3aL MK
22 ABTOpMU3auuMA Yepes Mo6unbHoe npunoxeHue NO3BONSET aBTOPU30BATLCA C
. coumanbHy ceTb MCNONb30BAHUEM AKKayHTa COLManbHoM cetu 5,5
23 BuaxeT Mmo6unsHoro Orcyteteyet 6%
i NPpUNOXeHns ,
24 Moanepxka MpunoxeHne nogaepxueaeT o6e opUeHTaLuu 55
E OpUeHTaLuin i
Noanepxka cepeucos u | Henpumexumo
25 pacwupeHun na
nnartopmsl
26 n " Bann no kpumeputo 2.6 ebicmasnsemcs Ha ocHogaHuu 6asinoe o
: aNGCE oranen nodkpumepusm 2.6.1 — 2.6.7, PaCroNOKEHHbIX HuxXe 5,5
2.6.1 Mowuck psigom ¢ Tekywmum | MimeeTca 55
e pacnonoxeHwem )
26.2 Mouck no ropoay unu Vmeetcs 55
e cTpaHe ,
Mouck No HasBaHuIo WMmeetca
2R3 oTens 5,5
2.6.4 [OaTbl 3ae3pa n oTbeaga | VIMeetcs 55
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2.6.5 Heobxonumoe meeTcs s
e KONUYEeCTBO HOMEpOoB 3
WmeeTca
26.6 KonunyecTtso 55
NyTeLeCTBYLLX
2.6.7 KonwuuecTeo getei NmeeTca 55
. Bann no kpumepuio 2.7 8bicmasnsiemcs Ha ocHoeaHuu 6annoe o
2.7 PunbTPaunA otenen nodkpumepusm 2.7.1 — 2.7.12, pacronoXeHHsIX HUxXe 3,4
274 | dunuTp no seesgHocT | Vimeetca 5.5
2.7.2 | ®unstp no yexe Vmeetcs 5,5
OUNLTP No VmeeTca
2.7.3 | nonb3oBaTenbCKOMY 5,5
PEUTUHTY
OtcyTcTByeT
274 DuneTp NO yoaneHHocTH YTCTBY! 0.5
OT LeHTpa
275 ®UNLTP NO TUNY XKNNbs UmeeTca 55
2.7.6 ®unbLTP No Tuny kposaTtu | OTCYTCTBYET 0,5
277 OUAbTP MO NUTAHUIO OrtcyTcTByeTt 05
WmeeTca
278 ®uneTp no yaoberteam B 55
Homepe
WNmeeTtcsa
2.7.9 ®duneTp no ygobcTteam 1 55
ycnyram B otene
®unsTp no ynobeteam OrcyrcTayet
Aana nojen ¢
110 OrpaHUYeHHbIMU 0.5
BO3MOXHOCTAMU
OrtcytcTByeT
2.7.11 OunbTp NO YCNOBUAM YTCTBY! 05
onnarsbl
OTcyTCcTBYEeT
2712 %DHanp no yCcnoBunsm yTCTBY 05
pPOHWPOBAaHKA
2.8 OToGpaxeHne NmeeTcs e
) npeanoXeHun Ha KapTe ’
CopTupoBka Bann no kpumepuio 2.9 ebicmaensemcs Ha 0cHo8aHuu bannos no
2.9 pesynbLTaToB nodkpumepusam 2.9.1 — 2.9.5, pacnonoxeHHsIx HUXe 4,6
CopTupoeka no NmeeTtcs
29.1 NoNb30BaTENLCKOMY 5,5
PEUTUHTY
CopTupoBka Mo Wmeertcs
29.2 paccTosHWI0 OT OTens oT 5:5
LieHTpa ropoaa
2.9.3 | CopTupoBKa no ueHe Wmeetca 55
2.90.4 CopTuposka no Hanuumio | OTCyTCTBYeT 0.5
- cneunpeanoxeHnn &
CopTtupoBka no MmeeTcs
29.5 3BE34HOCTH 55
Bann no kpumeputo 2.10 sbicmaenaemca Ha ocHosaHuu 6annos ro
2.10 KapTouka otens nodkpumepusam 2.10.1 — 2.10.10, pacrnonoxeHHbIx HUXe 4,1
Kapta ¢ pacnonoxenuem | Vmeetca
2101 | ;rens 55
2.10.2 | ®otorpadum oTens Wmeetcs 55
. . | PaameuweH obwuin 6ann otens u NpoMexyToqHble 6annsl (oueHKa
210.3 | PeiTuHr nonb3oBatenei | 53 mecrononoxeHue, YCTOTY U .4 55
OrteyTeTtByOT
2.10.4 | OT3biBLI NONbL30BaTENEN yTeTey 0,5
Konudecteo ceoBogHbix | VImeeTcs
2.10.5 HOMEPOB 55
2.10.6 | Cnucok ynobcts B otene | Vmeercs 5,5
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MmeeTca
2.10.7 WHopmauma o nopagke 55
NpOXUBaHWUA
2108 [ocTonpumeydatensHoctu | OTcyTCTBYeT 05
o no6nmaocTu ’
YaneHHoCTs OT OrcyrcTyet
2.10.9 | TpaHCNOpTHOW 0,5
MHCPacTPyKTypbl
YnaneHHocTs OT ueHTpa | MImeeTtcs
2.10.10 ropona 5.9
' a
2.11 DNo6aenenue oteneit 8 | VIMeeTC 55
u3bpaHHoe
Bann o kpumepuro 2.12 bicmasnaemcsi Ha 0CHosaHuu 6annos no 17
2.12 KapTouka Homepa nodkpumepuam 2.12.1 — 2.12.5, pacrnonoxeHHbIx HUxe .
2.12.1 | dororpadvmn Homepa OreyteTayer 0,5
OrtcyTctByeT
212.2 Cnucok yno6cTs B yTCTBY 0,5
HoMmepe
2.12.3 | Nnowaas Homepa Orcyrcteyer 0,5
DyHKUMA OTCNEeXnBaHnA meeTca
2124 HRHEI 55
Buibop mexay nokasom OrtcytctyeT
2.12.5 | ueHbl 3a BCE BPEMS UMK 0,5
3a 0OQHY HOYb
Bui6op BanioTsl WmeeTcs
213 BpoHupoBaHus 55
2.14 BpoHupoBsaHue BpoHVUpOBaHUe OCYLLECTBIAETCS Yepes CTOPOHHKE BeB-pecypcsl 0,5
KonuuyecTso Bann no kpumeputo 2.15 ebicmasnsemcsi Ha 0cHogaHuu 6arnros o
2.15 npeanoxeHuin nodkpumepusim 2.15.1 — 2.15.10, pacrnonoxeHHbIX HUXe 4.2
2.15.1 | AHTanes (Typuus) 401-600 npeanoxeHuit 4,0
2.15.2 | Adwmtbi (Mpeuus) Bonee 1200 npeanoxeHuii 55
2.15.3 | Cyc (TyHuc) 25-100 npeanoxeHui 2.0
2.15.4 | Bapcenowa (Mcnanus) 1001-2000 npeanoxeHni 4.0
2.15.5 Pum (Utanus) Bonee 5500 npeanoxeHun 55
2.15.6 | Byprac (Bonrapus) 251-400 npeanoxexui 4.0
2.15.7 | Narraia (Taitnaua) 1001-2000 npeinoXeHui 4.0
2.15.8 | Mocksa (Poccus) Bonee 3000 npeanoxennii 55
CaHkT-MeTepbypr Bonee 4000 npeanoxeHuii
2.15.9 (Poccwsi) Bih
2.15.10 | Coum (Poccus) 200-1000 npeanoxeHuit 2.0
Mporpamma OtcyTcTByeT
216 NosiNbLHOCTU 0.5
3 Yno6cTBO NonbL3oBaHusA
OTC)‘TCTB)!ET BO3MOXHOCTE M3MEHWTE BANKOTY BO BpEMA NpOCMOTPAa
3.1 MpocroTa u kauecTso KapTouku Homepa; OTCYTCTBYeT BOIMOXHOCTb A06aBUTL OTENb B 45
HaBurauvm n3BpaHHOe CO CTPaHMLbI NOUCKa OTenei
32 HemoHcTpauma ctaryc- | Ctartyc-6ap AeMOHCTPUPYeTCa KOPPEKTHO 55
: Gapa ycTpoicTBa :
33 MpuseTcTBEHHAA Otcytcteyet .
) MHCTPYKLUUSA :
: MmeeTcsl, C TEKCTOBOIM MHCTPYKLWER MO MCNONb30BaHNKO OCHOBHBIX
o4 Paanun sficmatiise hyHKUMIA npunoxeHuns (6es nsobpaxeHuit) 4,0
35 MNoapepxka Yar oTcyTCcTBYET, HO UMeeTcA pasaen obpaTHON CBsIau B 3.0
’ nonw3oBartenen B yate | NPUNOXeHUU ;
Mopnepxka Orcytcteyet
3.6 none3oBarenei no 0,5
TenedoHy
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3.7 KauecTtso pazpena «O Pasfgen otcyTcTeyeT 6.5
’ NpUNoXeHun» !
MonuTrka KoHMAEHLUMANbHOGTH NpeacTaenaeT coboi KOPOTKUA
MonuTuka pokymeHT (He Bonee 15 nonoxeHuit), chopMynupoBaHHIi 55
3.8 KoHGUpeHUManLHocTy | ACCTYMHIM A3bIKOM :
CooTBeTcTBUE AU3aiiHa | [TPUTIOKEHNE MMEET CTPaHULb! KIK4eBOI (yHKUNOHANBHOCTH,
39 PYKOBOACTBaM OTKPbIBAIOLNECA B BUAE 8AANTMPOBAHHOM ANA MOBUNLHBIX 4,0
ANaTOopMbI YCTPOWCTB BEpPCHM CanTa
3.10 WcnonsioBaHue Mcnonb3yloTcA cTaHaapTHbIE KECThI 55
: CTaHOAPTHLIX XeCcToB ]
PeknamHsbie Peknama oTcyTcTBYET
3.1 5,5
MaTepuansbl
KavectBo Bobicokoe 55
3.12 pycudmkaumm :
WUenonbioBaHue Mo ymon4aHuio UCNoNb3yeTca COOTBETCTBYHLMI (hopmMaT aat 1
3.13 eUHUL U3MepeHus, BREMERV 55
’ COOTBETCTBYHOLLEro ?
pervoHa
3.14 WHdopMaunoHHas PeaynbTaThbl NOMCKa COOTBETCTBYIOT 3a/aHHLIM NapameTpam noucka 5.5
: IKOMOTMYHOCTL 1 COpPTHUPOBKK i
ApanTtauus Bann no kpumeputo 3.15 ebicmasnsemcsi Ha 0CHo8aHUU 6aros o
NpUNoOXeHus ansa nodkpumepusm 3.15.1 — 3.15.2, pacnonoxeHHbIX HUXe
3.15 nrogei ¢ 3,0
orpaHu4eHHBIMU
BO3MOXHOCTAMM
3.15.1 | Monocogoii BBOA Orcytcteyer 0,5
MonHasn
3452 | MoAnepx«a 55
AMHamuyeckoro wpudTa
4 NMpon3BoaUTeNbLHOCTL U HAOEXHOCThL
41 3arpyxaemsiii pasmep 10,1m6 — 20m6 =0
’ NpUnoXeHus :
42 Pa3mep npunoxeHus 20,1m6 — 40m6 A&
. nocne yctaHoOBKW !
4.3 Bpems 3anycka MeHee 2 cekyHn 55
’ npunoxeHus !
a4 SHepronoTpebnexne 75-89 mAu 3.0
: NPUNOXeHUA ’
YCcTOWYMUBOCTD K MpunoxeHue 3arpy)KaeTcs C TOro Xe MecTa, Ha KoTopom Gbina
4.5 BHELWHUM npuocTaHoeneHa ero paborta 55
npepbIBaHUAM
CtabunbHocTb paboThl | B Mpouecce TECTUPOBaHUS «NafieHUsi» U «3aBUCAHWUSA» MPUNOKEHNS
4.6 NPUNOXeHNs He 3ahUKCUPOBaHbI 5,5
47 KoppeKTHoCTb pa6oThl B npouecce TecTupoBaHua HekoppekTHas paboTa NnpunoxeHns He 55
: NPUNOXeHUs! 3achukcupoBaHa i
KoppekTHOCTEL PacnonoxeHue anemMeHTOB Mosib30BaTeNsLCKOro MHTepgeica
48 oTobpaxeHun KOppeKTHO (B 0bBenx opueHTaumsXx) 55
’ 3neMeHTOB !
MHTepdenca
5 BesonacHocTb
Bxoa no naponio 1 OrcyTcTeyeT
5.1 6MOMeTPUUECKHUM 0,5
AaHHBLIM
Bo3MOXHOCTb B03MOXHOCTb YAGNEeHUs akkayHTa U3 NPUnoXeHUst OTCyTCTByeT
5.2 yOoaneHwus y4eTHou 0,5
3anucu
3anpoc Tonbko 3anpalumBakTcs ToNeKo HeoBXoaUMBIE paspeLLeHns, NpUnoxeHue
5.3 HeoBXoAUMBIX pasbscHSIET NONb3oBaTENO ANA Yero HeobXoaUMO Kaxaoe 55
pagpemeH"ﬁ 3anpalineaemMmoe paspelleHue
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M1: HekoppekTHoe ucnons3oBaHwe nnatdopmel / Improper Platform
Usage (2), M2: HesawuwieHHoe xpaHeHne fanHbix / Insecure Data
.| Storage (2), M3: HezawuuerHas cea3s / Insecure Communication 37
34 Hanuuwe poEnuacTel (2), M4: HezawmweHHas naoeHtudmkaums / Insecure Authentication ’
(1), M7: Mnoxoe ka4vecTeo koaa / Poor Code Quality (3)
Hanuuue BpegorocHoe N0 He obHapyxeHo (0 / 63) 5.5
23 BpenoHocHoro MO :
Be3onacHocTk Bce naHHble NPUNOXEeHUs NepefarTcs B 3alunpoBaHHOM BUaE
5.6 nepenayv AaHHbIX 5.5
NPUNOXeHUs!
Be3onacHoCTb Bce nepcoHanbHble AaHHble NepefaloTces B 3alnpoBaHHOM BUaE
5.7 nepega4u 556
nepcoHanbHbIX AaHHbIX
XpaHeHue MO nonb3oBaTens He XpaHATCA Ha YCTPOMCTBE UMK XPaHATCA B
5.8 nepcoHanbHbIX OaHHbIX | 33WKMPPOBaHHOM BUe 55
Ha YCTPOWCTBe
CeegeHus o CBefleHWNs B OTKPbITbIX MCTOYHMKaX OTCYTCTBYIOT
5.9 cobnoaeHMMn 3aKOHOB 0,5
P®
6 MepeHocumMmocCTh
WNmeeTca
6.1 CuHXxpoHusauus 55
OaHHbIX
Hanunuue Bepcum NmeeTcs
6.2 NPUNOXeHUA AnA 55
nnadweTa
Hanuuue sepcum Ortcytctayet
6.3 npunoxeHusa ana 0,5
YMHBIX 4acos
= WmeeTca
6.4 Hanwu4une BeG-Bepcumn 55
NPUNOXeHMs
6.5 Hanuuwe Bepcumn gnsa HenpumeHumo il
’ Apple TV
Hanuuue Bepcum Nweetca
6.6 MPUNOXeHWs Ans 55
Apyrou mobunsHon OC
WtoroBuin 6ann: | 4,1
'AnanasoH BbicTaBnaemMbix 6annos: ot 0,5 go 5,5 6annos, rae 0,5 — MUHUManNbHbIA 6ann, a 5,5 — MakcuManbHbIA

OTBeTcTBEHHbIW 3a ohopMNeHe NPOToKoNa
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