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UCMbITATENbHASA NABOPATOPUA NH®OPMALIMOHHBIX NMPOAYKTOB ABTOHOMHOM
HEKOMMEPYECKOW OPFAHU3ALUN «<POCCUNCKASA CUCTEMA KAYECTBA»

Mockea, 115184, Mockea, CpeaHuit OBUMHHUKOBCKMI nepeynok, A. 12, Ten. (495) 777-43-12,
Email: info@roskachestvo.gov.ru, Beb-cain: www.roskachestvo.gov.ru

YTBEPXAAIO

PykosoauTens McnbiTatensHow nabopatopum
UHOpMaLMOHHbIX NpoaykToB AHO «Poccwuiickas

CMCTW;
_ — W.E. loesckui

-

5555 5 ovice

NMPOTOKON UCNbITAHUMN
Ne P-A-001 o1 28.06.2018 r.

HaumeHoBaHue 1 anpec nabopaTtopuu: «McnbiTatensHas nabopaTopua MHMOPMALNOHHbLIX NPOAYKTOBY,
r. Mocksa, yn. OppxoHukmnase, .12

MecTto npoBeaeHus ucnbiTaHua: r. Mocksa, yn. Opaxoxvkuase, A.12

HaumeHoBaHue W agpec 3akazuuka: AHO «Poccuiickas cuctema kadectsa» (Pocka4ecTso), r. Mocksa,
CpeaHuin OBYMHHWMKOBCKMIA Nepeynok, a. 12

HazeaHue Mo6unbHoro npunoxexnus: HH.ru

Bepcua mobunbHoro npunoxenumn: 4.05.1805

OnepauuoHHan cuctema: Android

PaspaboTuunk npunoxenus: HeadHunter

Appec NCTOYHMKA MOGMNBLHOIO NPUIOXKEHUA B UHTEepHeTe:
https://play.google.com/store/apps/details?id=ru.hh.android

YcTpoWCTBa TeCTUPOBaHWA:

1. Samsung Galaxy A3 2017 (OC: Android 7.0)
2. Sony Xperia Z5 Compact (OC: Android 6.0.1)
3. Sony Xperia Z3 (OC: Android 6.0.1)

4. Xiaomi Redmi Note 3 Pro (OC: Android 5.1.1)

TexHUYECKUe pernaMeHTbl, HOPMaTUBHbIe [OKYMeHTbl, YycTaHaBnuBawiowme TpebGoBaHMA K
npoaykumm: CTO 46429990-065-2017 «MobunbHble npunoxeHus ans cmaptdoHos. CneumanbHble
Tpe6oBaHus K kavectsy», MU UNUM-MMC-01 «MobunbHele NpunoxeHus Ana CMapTOHOB KaTeropum
«Paborta»

Oata ckaumBaHua mobunbHoro npunoxeHua: 28.06.2018

[aTta npoBeaeHus ucnbiTaHuin: 28.06.2018

MpoTokon Ne P-A-001.
McnbiTaTensHaa nabopatopusi UHDOPMAaLMOHHBIX NPOAYKTOB
AHO «Poccuiickana cuctema kadecTsa» ctp. 1m3b



PesynbTaThkl ucnbiTaHui

Ne ‘ HaseaHue kputepus 3Ha4eHue Bann'
1. Undopmauusa o npunoxeHumn 42
HazsaHue NPUNOXeHUn Ha3apaHue aBngaeTcH YHUKaneHeLIM, OTpaxaeT CyThb
1.1 B MaraszmHe npenocTaenaemMoro cepeuca. HaaepaHue CruLLKOM ONUHHOE 3-0
1.2 HazgaHue NPpUNoXeHus HaasaHune npeacrtaeBnaeT coboil HaMmeHoBaHKne cepeuca 5.0
5 Ha YCTpOWCTBe '

OnucaHue NpUNoXeHUs COREPXKUT PasBepHyTYI0 MHOPMaLUIo O

13 r:z:ﬂ::mauocrb KnioyeBbIX PyHKUUAX (nepeyncnerne yHKLUIA ¢ npuMepamMm ux 5,0
ncnonb3osaHus)

1.4 Hanwuyue oT3LIBOB B OnucaHune He COAepXMT OT3bIBOB nons3oBaTenen unn ux 50

! onucaHum cbparMeHTsI ;

Bce cHUMKM aKkpaHa akTyanbHbl, UX KONUYECTBO paBHo unu Gonee 4
1.5 CHUMKM 3KpaHoB 5,0
1.6 Buaeo B onucaHuu OrcytcTeyet 0,0
UHdopmaTUBHOCTL OnucaHue 0GHOBNEHNS HE COAEPKUT KOHKPETHOM MHGOpMaLu 06 5
1.7 onucaHua obHoBNEeHMIA M3MEeHEeHUAX UNU HOBOBBEAEHUAX 1,
18 Cchbinka Ha canT Wmeetcsa -~

z paszpaboTymka '
1.9 Cchbinka Ha NoNUTHKY Wwveetcn po

: KOHUAeHUNaNbHOCTH ,

Monb3oBaTensckasn 47

1.10 oueHKa 4,7
(xoHBepTUpOBaHHas)
PerynsipHocTe MHTepBan mexay 0aToi TeCTUPOBaHUS U NOCNeaHUM OBHOBNEHUEM 4

1.1 06HOBMEHMWIA OT 0[IHOrO A0 3X MecsiLeB ,0

1.12 OTBeThbI pa3pa§01\|uxa Paapaﬁowmm OTBEYalT Ha KOMMEHTapMKn Nnonb3oBaTenen 5,0
CooTeeTcTBME Mo6unsHoe npunoXeHUe COOTBETCTBYET 3aABNEHHOM

1.13 3anBNEHHON hYHKLMOHANBHOCTU 5.0
thyHKUMOHaNLHOCTH

2 PYHKUMOHANLHOCThL 47
BoO23MOXHOCTH Mo6unikHoe NpunoxeHue No3BoNSeT UCMONb30BaTL OCHOBHYIO

21 npunoxeHus 6es YHKUMOHaNbHOCTL Ge3 aBTopuaaLmm 5,0
aBTOpPMU3aLUM

2.2 Bupxet mo6unsHoro OrcytctByeT e

g NpUNoXeHus '
23 Mopnepxka Mpunoxexue nogaepxusaet obe opueHTauUm 5.0

) OpUeHTauui !
24 bann no kpumeputo 2.4 ebicmaensiemcsi Ha ocHosaHuu 6annos rno

. Pasmewexne pesioMe | 05.,umepusm 2.4.1 — 2.4.10, DAaCMONOXKEHHBIX HUXe 4,7
2.4.1 | [lomkHocTe NmeeTca 5,0

Xenaemas zapabotHas | Vimeertcs

242 i 5.0

2.4.3 | OnbiT paboTbl WmeeTcs 5,0
WmeeTcs BO3MOXKHOCTL YkasaTe NnoapobHyo MHhopMaLmio o

2.4.4 | ObpasosaHue nony4eHHOM 06pa3oBaHUu 5,0

24.5 Boapact WmeeTca 5.0
Wmeetca

246 lopogn 5.0

247 [aHaToCTE MmeeTcs U rpacouk paboThkl, M TN 3aHATOCTM 5,0

2.4.8 MpodheccroHanbHble WmeeTca none ans Beoga npodeCccuoHansHbIX HABLIKOB U KaYecTE,

S HaBbIKM M KayecTsa a TaKKe oTAenbHO BelIbop BNageemMbix S3bIKOB 5,0
249 doTo DyHKUMA uMeeTcs 5,0
2.4.10 | Bobaenenue taiina OrcytcTByeT -

o pestome ]

Mpotokon Ne P-A-001.
WcnbitatensbHas naGopatopusi MHPOPMaLMOHHBIX MPOAYKTOR

AHO «Poccuiickaa cucteMa kavecTea»

cTp. 2un3 5




Bann no kpumepuio 2.5 asicmaensemces Ha ocHosaHuu 6annoe ro
2.5 ynpaeneHue pesiome nodkpumepusm 2.5.1 — 2.5.2, pacrionoXeHHbIX HUXe 5.0
25.1 HacTtpoiku npusatHocTu | PYHKUMA UMeeTcs 50
- pesiome ’
2.5.2 | Ypanehue pesiome DyHKUNSA MMeeTes 5,0
% Eann no kpumepuio 2.6 esicmasnsemca Ha ocHogaHuu 6ansoe o
26 Mouck sakancui nodkpumepusim 2.6.1 — 2.6.11, pacnonoxeHHsIx HUXe 5,0
WmeeTcs chunbTpaLms Kak no JOMKHOCTU, TaK U BIBPaHHON U3
26.1 | flomkHocTs cnucka npotheccuoHansHoil 06nacTu 5,0
MmeeTtca bunbTpaums Kak no HasBaH1io KOMNaHWK, Tak U No 50
2.6.2 | Komnanus OTpacny KoMNaHui ,
WmeeTcsa unbTpauus Kak no ropofy, Tak U no CTaHLMAM Unu
2.6.3 Mecto paboTsl NHEABIM MSTPO 5,0
WmeeTcs cunbTpauus no aapnnare, Takke peanu3osaH GunbTp
264 | 3apaBoruan nnara «TOMBKO C yKa3aHHoM 3M» 5,0
2.6.5 OnbIT DYHKUMA UMeeTCs 5,0
a ! no TMn
2.6.6  T— WmeeTcsa chunbTpaums kak no rpacuky paboTsl, Tak U y 5.0
3aHATOCTU
2.6.7 | Bpems ny6nukaLum OyHKLUS UmeeTcs 5,0
2.6.8 BakaHcuu ans niogei ¢ DyHKUMS UMeeTcs 50
= MHBaNWOHOCTLIO !
26.9 BakaHcuu ana ®yHKUMA UMeeTca &5
e couckatenen ot 14 net ’
CoxpaHeHue HacTpoek DyHKUMSA UMeeTcs
2.6.10 5,0
noucka
2.6.11 | Wctopwsa noucka @yHKUMA NMeeTcs 5,0
2.7 COPT“posxa BakaHCcun Mmeetca COpPTUPOBKa NO UeHe u 3apnnarte 5,0
2 BsaumopeiicTBue ¢ Bann no kpumeputo 2.8 evicmasnsemcsi Ha 0cHo8aHuUU 6arnos o
8 BaKaHCUAMM nodkpumepusam 2.8.1 — 2.8.5, pacronoxeHHsIX HUXe 5,0
284 | Aobasnenne akancuii B | PYHKUNA MMeeTcA 50
E n3bpaHHoe '
Moka3s Noxoxmx ®yHkUMA umeeTcA
28.2 BakaHcui 50
BO3MOXHOCTb DyHKLMSA OTKIUKA UMEETCH, MOXHO HAaNUCaTk CONPOBOAUTENLHOE
283 OTKIUKHYTLCS Ha nceMo 5,0
BaKaHCUIo
2.8.4 BO3MOXHOCTb N03BOHUTL | PYHKUMA uMmeeTcs 50
= W3 NPUIOXKEeHUs 1
285 BoamoxHOCTb ckpbiBaTe | PYHKUMSA umMeeTcs 500
. BakKaHCcUm '
3. Yao6cTBO nonb3oBaHuA 43
[ns noctyna k BLIGOPY NapameTpoB COPTUPOBKU CO CTPaHMULLbI
3.1 MpocToTa M KayecTso nowvcka TpeGyeTcsa coBeplunTs 2 1 Gonee knuko.. na 45
- HaBurayuu OCYLLIECTBMNEHUA 3BOHKa paboToaaTenio Co CTpaHuULIbl BaKaHCUM :
TpebyeTca coeeplunTs 3 1 Gonee KNUKoB
HemoHcTpauus Cratyc-6ap AeMOHCTPUPYETCA KOPPEKTHO
3.2 ctatycbapa 5,0
YCTPOWUCTBA
3.3 MpuBeTcTBEHHAA WmeeTca, B BUAE NPUBETCTBEHHOrO 9KpaHa, KOTOPOE 3HAKOMUT 35
. WHCTPYKUMA nosib3oBaTens ¢ peanu3oBaHHON (DYHKLUMOHANbHOCTHH0 ;
VIMeeTcs, C TEKCTOBOI MHCTPYKLMEN N0 UCMOMb30BaHUKD OCHOBHBIX
34 Pasgen «Momouwb» yHKUMIA npunoxerns (6e3 nobpaxenuit). Pasgen npeacraenser 2.5
co6oii BeB-CTpaHULy, OTKPLIBAEMYIO B NPUMOXKEHWM
MmeeTcs yaTt (B npunoxeHun)
35 MNopnepxka 50
i none3oBatenem $
Mpotokon Ne P-A-001.
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Mpunoxerue conepxut pasgen «O NpUNoXeHUn»
36 KauectBo pasnena «O 50
i MPUNOKEHUU» '
MonuTuka koHUAeHUMaNLHOCTY NpeacTaesnseT cobol KOpOTKUIA
3.7 Monutuka BOKyMeHT (He 6onee 15 nonoxerwni), copmynupoBaHHbIi 50
KOH(PUAGHUMANEHOCTU | 1OCTYNHBIM ASLIKOM
CooTeeTcTBMe Anzaika | COOTBETCTBYET pyKOBOACTBaM NNaTopMbl
3.8 pykoBoacTBam 50
nnarcopmbl
3.9 Wcnonb3oBaHue UcnoneayioTes cTaHaapTHbIE XecTbl 5.0
' CTaHAapTHbIX XXecToB i
3.10 PeknamHuie Peknama umeeTcs, €€ Henb3A OTKNIOYUTL, MIMeeTcs HaTUBHaN 35
5 MaTtepuansl peknama ’
KavecteO Beicokoe
G pycudukaumm 5.0
3.12 Huq:opmauuouuasl PESy‘ﬂbTaTbI noucka COOTBETCTBYHKT 3afaHHbLIM napameTpam noucka 5 0
: 3KOMOrMYHOCTL 1 COpPTUPOBKK ;
YBeaoMneHus MobBuneHoe npunoieHne nNpUckINaeT yBeaoOMNEHMS, MMEETCS ONUMS 50
3.13 NPUNOoXeHUA no ynpaeneHno nMun L
AnanTauus ans nogei bann no kpumeputo 3.14 ebicmasnsemcs Ha 0cHogaHuu 6annos no
3.14 € OrpaHUYeHHbIMM nodkpumepusam 3.14.1 — 3.14.2, pacronoxeHHbIX HUXe 5.0
BO3MOXHOCTAMM
3.14.1 | lonocoeoit BBOA, WmeeTca 5,0
Mopaepxka MonHasn
3.14.2 AvHamu4eckoro wpudTa 5.0
4, Mpon3BoanTENLHOCTL U HAAEXHOCThL 4,5
4.1 3arpyxaeMmbii pasmep Metree unu pageH 10mM6 5.0
) NPpUNoXeHun ,
42 Pasmep npunoxeHus 20,1m6 — 40m6 40
i nocre ycTaHOBKM !
2-5 cekyH
4.3 Bpems 3anycka KyHA 35
NPUNOXeHUn
44 3HepronoTpebnexHue 75-89 MAY 25
i npunoxexHus ,
YeTonumBocTb K Mpunoxexune 3arpyxaeTcs ¢ TOro e MecTa, Ha KOTOPOM Bbina
4.5 BHELHUM npuocTaHoBreHa ero pabota 5,0
npepbiBaHUAM
CtabuneHoCTL paﬁo'ru B npoLecce TeCTUPOBaHUA «NadeHUsa» U «3aBUCAHUA» NPUNOKEHUA
4.6 NPUNOXeHUA He 3achuKcupoBaHs! 5.0
AT KoppektHocTs paboTel | B npouecce TecTupoBaHus HekoppekTHas paboTa NpunoxeHus He 50
i NpUnoXeHus 3achukcupoaHa ,
KoppekTHocTh PacnonoxeHue snemeHToB nons3osatensbckoro WHTepderica
4.8 oTobpaxeHun KOppeKTHO (B 06eunx opueHTaumax) 5.0
) 3feMeHToB :
UHTepdenca
b. BesonacHocTb 4,7
BoaMoxHoCTL MmeeTcs
5.1 yAaneHus yyeTHoi 5,0
3anucu
3anpoc Tonbko 3anpalumeaioTes ToNLKO HEOBXOAUMbIE PA3PELLeHHs, NPUNOXEHNE
5.2 HeoBX0AUMbIX pa3bACHAET NONb30BaTeNO ANA Yero HeoBXoanMo Kaxaoe 5,0
paapameﬂuﬁ SanpaLuleaeMoe paspeu.leHHe
M1: HekoppekTHoe ucnons3oeaxue nnatcgopmel / Improper Platform
Usage (1), M2: HesawmLieHHoe xpaHeHue aaHHbIX / Insecure Data
Storage (1), M3: HesawwwwenHas ceasb / Insecure Communication
5.3 Hanuuue yassumocTen | (2), M4: HesawmwenHan uneHtudmkaums / Insecure Authentication 3,4
(1), M5: HepoctaTouHo HagexHoe wudbposanue / Insufficient
Cryptography (1), M7: Mnoxoe ka4ecTBo koaa / Poor Code Quality
(2)
Mpotokon Ne P-A-001.

WcnbiTaTensHas nabopaTtopus MHOPMaLMOHHBIX NpoayKToB

AHO «Poccuitckas cuctema kayectea»
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Hanwnune BpepoHocHoe MO He o6HapyxeHo

i BpegoHocHoro MO

50

Be3onacHoCTh Bce AaHHble NPUNOXEHUS NepeaaloTcs B 3alUnpoBaHHOM BUAeE

55 nepeaayu AaHHbIX 5,0
NPUNOKEHNUA

BesonacHocTk Bce nepcoHankbHble faHHbIE NepeaatoTes B 3alndpoBaHHOM Buae
nepenauu
nepcoHankHbIX
AaHHBbIX

5.6 5,0

CeepeHus o Cepenus obuienoctynHel, M xpaHarca Ha Tepputopun PO

5.7 co6nioaeHnM 3aKOHOB 5,0
P®

MepeHocumocTb 5,0

6.1 CuHXpoHu3auua MmeeTca 5.0
AaHHbIX

Hanuuue Bepcum UmeeTca
6.2 NpUNoXxeHus ans 5.0
nnavwera

Hanuuue Bepcumn Wmeetcs
6.3 NPUNOXeHusa ansa 5,0
apyroni mo6unebHon OC

WtoroBeiit 6ann: | 4,6

'AnanasoH BbicTaBnsembix 6annos: ot 0 go 5 6anno., rae 0 — MUHUManNbHDBIA 6ann, a 5 — MakcuManbHbIi

P
-
v

o .-., - /
OTBeTCTBEHHbIN 3a 0hopMneHne npoTokona aw it Boapos C.A.

i

Mpotokon Ne P-A-001.
McneitarensHas naopatopus WHOPMALMOHHBIX NPOAYKTOBR
AHO «Poccuiickas cuctema Kadectea» cTp. 5u3 5




